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Title: A shallow view on hardware locking systems beyond digital. From research perspective to
methods and practical tools.

Traditional computer security was focused on software approaches mostly in coding, and the
hardware was seen as a solid platform that is unattackable. The fact is, that recently hardware attacks
increased and therefore its immunes is not guaranteed any more. Side-channel attacks and hardware
Trojans are the two big open doors for the manipulation of the electronic information processing
system. The approaches to close theses “open doors” presupposes that there is an understanding of
the various techniques that are applied for the modifications in the first step, have an analysis or
measurement of where these ones happen and finally find ways out to prevent such attacks. In this
talk there will be an overview of commercial uncommon techniques that can be find in fundamental
research to be applied in different levels of applications that might give light into understanding,
measurement and preventing of malicious approaches on the hardware of an information processing
systems. Most of that research activities and approaches are based on physical effects in electronic
and photonic devices and go beyond digital signal processing.
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