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Abstract—Embedded systems are the basic building blocks of
complex electronic devices and as such, their security must be
guaranteed to ensure safety of the device itself. For such systems,
it is very difficult to install additional software level security on
top of the main program because of the space crunch. Hence our
approach is to design a secure hardware along with an Instruction
Set Architecture (ISA) such that the software becomes inherently
secure in memory, even when designed using a fundamentally
memory-unsafe programming language like C or C++. In order to
achieve this, we are implementing a tagged memory along with an
extended RISC-V ISA on an existing RISC-V Virtual Prototype,
that can simulate the behavior of memory starved embedded
systems. At present time, the tagged memory has already been
implemented and the process of extending the ISA is a work in
progress.

Index Terms—Secure RISC-V ISA, Tagged Memory, Com-
pressed Capabilities

I. INTRODUCTION

In recent times, embedded devices with extremely con-
strained memories have become an inseparable part of the
IOT devices. Consequently, to protect user privacy, security of
such devices has become an important field of research. Since
it is almost impossible to install additional software security
on them due to the space crunch, these devices are generally
vulnerable to various kinds of security attacks. A compromised
embedded device may eventually lead to the insecurity of
the IOT device itself and affect user privacy severely. Hence,
providing security for constrained memory embedded systems
has become an important and challenging field of research.

Since programming languages like C and C++ are funda-
mentally memory unsafe, it is extremely difficult to provide
fine grained memory protection to embedded systems using
these languages only. A fundamental way of circumventing
this problem is to design a secure memory and a suitable
Instruction Set Architecture (ISA) to properly access this
memory. Capability Hardware Enhanced RISC Instructions
(CHERI) [1] provide a tagged memory architecture and an
extended RISC-V instruction set to achieve fine grained
memory protection, even when fundamentally memory unsafe
languages are used. All memory accesses are made through
guarded pointers (known as capabilities) and each capability
is further protected by its memory tag, which cannot be ac-
cessed directly by the programmer. This provides fine grained
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memory compartmentalization and obliterates the possibility
of various memory attacks, e.g. buffer overflow attack.

For our research, we use an approach similar to CHERI.
We apply a tree-like tagging [2] for quickly accessing the tags
and compressed capabilities instead of full CHERI capabilities
to reduce the space taken up by pointers in memory. Our
design of compressed capabilities is a little different to that
of CHERI [3]. Currently, we are extending the RISC-V in-
struction set to properly access the compressed capabilities and
tagged memory. We are modifying an existing RISC-V Virtual
Prototype (VP) [4], [5] to test these architectural changes, and
in near future we plan to achieve:

« An implementation of tagged memory in the VP.

« An implementation of compressed capabilities in the VP.

o An extension of the RISC-V instruction set for appropri-
ate application of these compressed capabilities.

II. MEMORY MANAGEMENT

Let us begin by describing the process of creating a tagged
memory from a simple linear memory. Assuming the VP has
M bytes of memory, we have to allocate some y bytes for
storing the tags and related data structures. This tag space
cannot be accessed directly by the programmers and cannot
be overwritten by data. Let us assume, each capability is w
bytes. We use a two level tree-like data structure for storing the
tags [2] (see Fig 1), where each bit at the root is responsible
for k tag bits at the leaf level. A set tag bit signifies a valid
capability stored in the corresponding memory bits whereas, a
set root bit signifies at least one of the corresponding tag bits
at the leaf level is set. Thus, existence of any valid capability
in a large chunk of memory can be checked quickly.

Now, let us assume (x = M — y) bytes of memory are free
for allocation. For every w bytes there is a tag, i.e., there are
x/w tag bits and, for every k tag bits there is a root bit, i.e.,
total x/kw root bits. Now, these values must add up to M
bytes, which is the size of the entire memory, i.e.,

se+ L4 —sm. (1)
w  k-w
Solving Eq (1), we get x = %, which is the maximum

size of allocable memory. Thus, the tag space must be at least

wﬁ bytes. Since this might not be a whole number, we
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Fig. 1. The Tree-like Data Structure for Tag Storage
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is sufficient to store tags for the rest of the memory.

III. COMPRESSED CAPABILITIES

To reduce memory requirement, we have used compressed
capabilities instead of full CHERI capabilities in our VP. The
structure of the compressed capabilities are similar to the
CHERI compressed capabilities but not exactly the same. We
present our capabilities in Fig 2.
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Fig. 2. Compressed Capability

We have a 64 bit capability where the lower 32 bits are used
for storing the address and the higher 32 bits are used for stor-
ing the permissions, type and bounds for the capability. The
bounds are derived from the address itself and can be exactly
encoded or not depending on the absolute difference between
the bounds (also known as the length of the capability). The
encoding and decoding of bounds is performed in a similar
manner as described in [3] with minor modifications, since
organization of our capability is a little different.

A. Encoding bounds

A valid capability can only be dereferenced within certain
address bounds. Let ¢ be the top and b be the bottom bound.
The exponent value E is set to the index of the most significant
bit of 1[31 : 8], where (I = t—b) is the length of the capability.

fE=0:
I =0,L; =1[7]
T=t[5:2],Tg =t[1:0]
B =1b[7:0],Bg =b[1:0]
Else if E > 0:
Ig =1,{L7,Tg,Bp} =FE
T[5:2] =t[F+5:E+ 2]+ round
B[7:2]|=bE+7: E+2],

where round = 1 iff ¢{F + 1 : 0] > 0. Note that when F > 0,
last two bits of T and B (T’ and Bpg) are used to store the
exponent value and are not available for storing bits of ¢ and
b. Thus encoding is not exact when [ > 27 and 7' must be
rounded up to the next 4-bit natural number iff t{E+1 : 0] > 0.

B. Decoding bounds

When decoding bounds, T'[7 : 6] are derived from B[7 : 6]
as follows,

TW : 6] = B[7 : 6] + Lcarry-out + Linsb

where Lcamy-out is set iff T[6 : 0] < B[6 : 0]. Lmg, is always
set when E > 0 and otherwise set equal to the value of L~.
The whole top and the bottom addresses are derived as,

t={A[31: E+8]+¢,T[7:0],0E}
b={A[31: E+8|+,B[7:0],0E},

where the correction bits ¢; and ¢, are set to +1, —1 or 0
depending on the comparison of (Ayig = A[E + 7 : E]) and
(R ={B[7:5]—1,0'5}), the same way as described in [3].

IV. WORK IN PROGRESS

We conclude by stating that our goal is to provide a
secure hardware and associated extended RISC-V architec-
ture for memory-starved systems. For testing purposes, we
are currently implementing a CHERI-like architecture on an
existing RISC-V VP [4], [5]. Although our implementation of
capabilities is a little different from CHERI, we plan to keep
the instruction set the same, so that we can use the existing
compiler toolchains [6]. Making the CHERI instructions work
with the modified capabilities and properly implementing their
actions on the VP are challenging tasks, because even a minute
error might lead to catastrophic security failures. We have
already placed a tagged memory and root capabilities in the
VP, however, implementation of instructions for successful
creation and manipulation of capabilities is still an ongoing
process. In future, we plan to verify our implementation for
common security properties and also evaluate it in terms of
speed and memory requirement.
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